e
CAYMAN [ISLANDS

NATIONAL ARCHIVE
PORTFOLIO OF THE CIVIL SERVICE

CAYMAN ISLANDS GOVERNMENT

GUIDELINE 9

DIGITISATION OF PAPER RECORDS

December 2022

Version 1.0




SN - a8

CAYMAN ISLANDS
GOVERNMENT

AUTHORISATION FOR THE COMMENCEMENT OF THIS GUIDELINE

Issued under Section 7 of the National Archive and Public Records Act (2015
Revision)

%ﬁﬁo L 1 Decombe, J02

Director, Cayman Islands National Archive Date




1. Scope

The purpose of this guidance is to provide a general overview of the key considerations when public
agencies are undertaking digitisation of paper records as part of their recordkeeping practices.
Included are provisions to ensure the digital copies can be deemed authentic, reliable and usable.

This guidance may not cover all issues related to digitisation, therefore public agencies should
undertake the necessary research and connect with their stakeholders/IT service providers, prior to
engaging in such initiatives.

It should be noted that this guidance does not apply to the digitisation of loose photographs, audio or

video files that are considered public records. Agencies should consult with the National Archive and
their IT service providers in this regards.

2. Regulatory Framework

This guidance is issued under Section 7 of the National Archive and Public Records Act (2015 Revision).
Substantive evidence for establishing a sound records and information management (RiM) framework
for the Cayman Islands Government is supported by the following local legislation and best practice
recordkeeping standards/policies from other jurisdictions. Kindly note that the development of this
document was gleaned significantly from the New South Wales standards.

National Archive and Public Records Act (2015 Revision)
The Freedom of Information Act (2021 Revision)
Freedom of Information (General) Regulations, (2021 Revision)
Deputy Governor’s Code of Practice on Records Management, 2008
The Data Protection Act (2021 Revision)
Electronic Transactions Act (2003 Revision)
e New South Wales State Archives & Records
o Managing back-capture digitisation programs, 2012
o Digitisation specification for paper records in public offices, 2020
¢ Archives New Zealand
o Technical specifications for digitisation
o Destruction of source information after digitisation 17/G13, 2017
The National Archives (UK) — Digitisation at the National Archives, 2015
United Nations — Record-keeping Requirements for Digitization, 2009
The Dublin Core Metadata Initiative (http://dublincore.org)
Minnesota Historical Society - Minnesota Recordkeeping Metadata Standard.

3. Responsibility of Agency

In accordance with Section 6 of the National Archive and Public Records Act (NAPRA), the most senior
officer in public agencies have a duty to ensure that all public records, regardless of media, i.e. paper
or electronic format, “are maintained in good order and condition.” Accordingly, all agency staff are
accountable to the agency’s senior officer for their compliance with this guideline.
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4. Digitisation and Recordkeeping

Public agencies are legally responsible for ensuring that they create full and accurate records of their
business activities. Public records must be created and managed until they are authorised for
disposal (destruction or transfer to the National Archive’s Historical Collections) according to a
Cabinet approved disposal schedule. This responsibility applies regardless of the records' storage
media.

At one time or another, most agencies will encounter a common recordkeeping challenge: too many
paper records and too little storage space. This can lead to inefficient work processes and a
mismanagement of resources, e.g. time that staff could use for completing their daily work is
relegated to searching for that 2010 report needed to answer a Freedom of Information (FOI)
request. Many times these storage challenges lead to agencies opting to scan their records, however
if the project is not developed, managed and implemented properly, this can sometimes only
compound the issue. If the records to be digitised are carefully selected, and best recordkeeping
practices are identified, developed and implemented, the benefits of digitisation can be realised,
costs managed, and risks mitigated. A few of these benefits and risks are listed below.

Potential benefits
o  Wider distribution over the network enabling multi-person access at any time.
o Reduction of hybrid recordkeeping systems (both paper and electronic) providing for
complete and official records to be accessed more readily.
e |ntegration with existing business continuity systems.
e Preservation of original paper records by decreasing use.
e Reduction in physical storage space held by hard-copy records.

Potential risks-

e Cost savings in physical storage will need to be balanced against potential costs in maintaining
accessibility of digital copies over time. |

e Requirements to maintain authentic and reliable representations of original records.

e Processing requirements, such as data capture and quality assurance, may be complex and
require additional resources.

e Disposal of the original source (paper) records, after the digitisation process, must be
managed by an approved disposal schedule.

e For contractual requirements or legal admissibility, records may have to be retained in their |
original paper format.

5. Preliminary Considerations

The justification for any scanning initiative should be linked to a budgeted business case, aimed on
improving the agency’s operations. Agencies should also comply with all requirements for business
cases as outlined by the Procurement Office. Prior to starting a digitisation project, and in addition to
identifying some of the potential risks and benefits as laid out above, there are a number of
considerations that agencies should examine. Some of which are addressed below.
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e What is the driver for the digitisation project? — e.g. alternative access to the records, digital
conversion of a business process, implementation of e-services, continuity of operations,
integration with ECM, etc. Will the driver enable a more streamlined work process and
facilitate ease of use for both the agency and their stakeholders?

o Is it essential to scan all records? — e.g. convert all records vs. a selection based on
date/usage/demand, etc. This decision will have an impact on costing and digital storage.
Additionally, it will most likely be a misuse of resources to digitise records that could be
destroyed under an approved disposal schedule.

e Are there are any constraints preventing or affecting conversion? — e.g. legal restrictions,
contractual obligations, intrinsic value, fragility of records, privacy/sensitivity issues (including
maintaining appropriate information security levels during the conversion process), records
identified as archival in an approved disposal schedule, etc.

e Whether to proceed in-house or outsource? — e.g. availability of resources, such as skilled
staff, software and equipment; and other considerations, including confidentiality agreements
and access to the paper/source records for daily business activities, etc. How will it impact
operations, staff and customers?

e What governance framework is needed? — e.g. establishment of benchmarks/specifications
for quality assurance, scanning, and metadata requirements’, etc.

e Management of digital records and original paper source records - e.g. long-term
management, accessibility and cybersecurity of the digital records, and a need to keep or
destroy the original paper records, etc.

o  Where will the records be stored and how will they be retrieved? - e.g. Does the agency
already have a system in place to store, access and manage the records? Is there adequate
storage disk space? Will Cloud technology be utilised? The system should be considered and
planned prior to digitising the records.

6. Planning for Digitisation

6.1. Selection of Records
Public agencies should consider the following factors in determining which records to digitise.

e  User demand - Are the records in high demand? Consider how user access to the records
will be impacted during the digitisation process. If not regularly referenced, the records may
have marginal business value or security restrictions. Conversely, if there is high demand,
the agency will need to plan how to facilitate access during and after digitisation. If the
intention is to have users access the digitised records directly, technical requirements will

! Metadata is structured information that describes and/or allows users to find, manage, control, understand or
preserve the digital record over time, i.e. who created it, any revisions to it, the software used for creation, etc.
See also “Capturing and verifying metadata” under point 6.3.
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have to be considered to ensure that the formats are appropriate for access by staff and, if
relevant, the public.

e  Condition of records - If records are damaged or fragile, the digitisation process could cause
further deterioration. However, damaged records may also be the impetus for digitisation
(ensuring they are handled with care) as this will mitigate further deterioration. Additionally,
faint inks and pencil may not be accurately reproduced. If agencies intend to use Optical
Character Recognition (OCR) technology for searching, handwritten documents may not be
suited to the OCR process.

° Retention - In accordance with the NAPRA, all public records (regardless of format) must be
managed by an approved disposal schedule. Note that digitisation may not be appropriate
for public records which will be kept for relatively short periods (e.g. no more than 1-2 years),
as the investment in resources may not be justifiable.

Records with a long term retention (such as staff personal records or archival documents)
may also have requirements that may impact the parameters of the digitisation project. For
example, to ensure the accessibility of these digital copies over time, the agency should:-
= Verify that they can be scanned to the appropriate quality and format.
= Store the digital copies to ensure they are protected, preserved and migrated when
and as technology changes.
= Consult the National Archive in regards to records identified as archival.

e  Extent of records to be digitised — When undertaking the digitisation of paper records, it may
not be necessary to scan all records. Agencies may select records based on criteria such as
the condition of the records, date ranges, and/or accessibility/business continuity needs.
Similarly, agencies may choose not to digitise records based on their anticipated destruction
date (as managed by approved disposal schedules), if they records are not commonly used,
or if the information contained within the records is already available in a digital format.

6.2. Determining whether to undertake digitisation in-house or to outsource
Agencies will have to take into account the total volume of records selected for digitisation, the
timeframe for completion of the project, and the overall cost, in determining whether to
outsource or scan in-house. Some of the advantages and disadvantages are listed below.

Method Advantages Disadvantages
In-house e Records are accessible to agency e Significant investment of agency
at all times. resources (staff/time) for the
e Agency retains control over the digitisation process.
entire digitisation process. e Staff resources and expertise are
e Security of records is more likely not always available.
to be closely monitored. e Training and equipment failure is
e Flexibility in amending project the agency’s sole responsibility.
parameters. e High volume scanning hardware
and specialist indexing software
may be expensive.
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Scanning and indexing is tedious
and can impact staff morale.
May require additional office
space to house equipment and
staff resources.

Outsourced

Costs for various services are likely
more standardised/clearly
defined.

Vendors are familiar with relevant
processes, which can lead to
higher production levels.
Expertise and experience of
specialists can be drawn upon
when required.

Costs of equipment failure
assumed by vendor.

Records may be unavailable to the
agency while being digitised.
Agency may have less control over
how the digitisation and quality
assurance is undertaken.

Agency must manage a complex
contractual process by
determining the specifications
during negotiations and
communicating these clearly with
the vendor.

e Possible transport, security and
privacy issues to consider.
e Potentially too costly.

6.3. Establishment of benchmarks and procedures
Documenting the requirements and procedures is essential in communicating what is expected
by those involved in the project. These will help with compliance, ensuring the digital copies are
considered legally admissible, where and as required. The documentation should address the

following:-

e Preparation of the original paper records for digitisation

Avoiding damage to paper records by ascertaining if the source records can withstand
the processes involved in scanning. This includes assessing for fragility and varying
paper sizes and types, removing staples and paper clips, etc.

Retaining the original order of the records and documenting misplaced or missing
pages.

Creating a log to note the number of pages and other related metadata.

If cleaning and repair of paper records is required, contact the National Archive for
guidance.

¢ Hardware and software

Evaluation of the type of equipment to use — flatbed scanners, batch sheet feeders,
photocopiers, scanning cameras. The choice of scanner may depend on the condition
of the records, paper sizes, quality of image required, system compatibility, and
security requirements, in addition to budgetary constraints.

Selection of scanning and indexing software and scanning specifications — the
software must be able to save the files in the required format, e.g. PDF, PDF/A,
JPEG, etc. Does it allow for the capture of metadata? Can it automate the removal
of blank pages, brightness adjustment, page rotation, etc.?

Inclusion of OCR, naming conventions and unique identifiers, colour, resolution, etc.
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e Capturing and verifying metadata

At the initial stages of the project, the required metadata elements will have to be
determined. If the digital copies are to be imported into a records
management/business application system, these may have predetermined fields.
Following is a list of the recommended general and technical metadata elements.
Note that the same retention used for the digital records must also apply to the
metadata.

o Unique identifier - facilitates access.

o Title/naming conventions for images, versions and folders; should be

meaningful but succinct, consistent and unique.

o Creator - person or entity.
Date of creation - date of original paper record (e.g. 20151227).
Retention period - length of time record is to be kept once closed/no longer
amended.
Final action - whether record is to be destroyed or archived.
Record type - e.g. letter, report, email, etc.
Security markings - e.g. official, secret, top secret.
Personal data/sensitive personal data classification.
Scanning software used, including version.

o Image resolution/format.

In addition, consider other technical elements such as image colour and size,
equipment used, as well as noting any enhancements. Agencies may also wish to use
keywords for indexing purposes.
How will the metadata be captured and checked for accuracy and completeness,
e.g. automatic via OCR, scanning software or manual entry? Can it be retrieved
from another source? E.g. using a unique identifier to retrieve additional metadata
from business systems/databases. Does the record have a barcode that can be
used?

o O

O 0O O 0 O

e Quality assurance checks - ensure that digital copies are accurate, complete, legible, and of
sufficient quality for business needs:-

Equipment should be checked and maintained periodically.
Verify that digital copies meet quality assurance baselines, such as:-
o All details are legibly captured.
o Scanned copy contains complete record.
o The colour is comparable to the original.
o If employing OCR, verifying that it is accurate.
Implement procedures for error/fault reporting, as well as re-scanning.
Consider engaging in a pilot project or sampling, if resources permit.
The levels of quality control and quality assurance depend on whether the digitised
records will replace the paper records. If so, the highest standards should be utilised.

¢ Image capture and management

Arrangement of the digital copies should mirror the original order of the paper
records.

Digital records should be stored in official information management systems (e.g.
ECM) or electronic recordkeeping systems, and managed in accordance with the
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* |f Cloud storage is utilised, public agencies must remember that digital records are
the Cayman Islands Government’s information assets and should therefore consider
where the Cloud server is maintained, as that country’s legislation will apply. E.g. the
USA’s Patriot Act and Cloud Act allow access to all data stored within or transmitted
through their country. Additionally, our Data Protection Act (DPA) does not permit
the transfer of personal data to a country or territory that does not provide sufficient
protection for the rights and freedoms of individuals in relation to their personal
data. Therefore, if digital records will be transferred outside of the Cayman Islands,
the agency’s Data Protection Leader must be consulted.

e Security of digitised records

» Digitised public records should be protected from unauthorised access and
alteration, and maintained in a secure environment. Controls such as role-based
access (restricting access to authorised users), and audit logs should also be put in
place to maintain the confidentiality, integrity and availability of digitised records.

= [tis essential that all public records are stored on the entity’s recordkeeping system.
They should not be maintained on desktop or laptop hard drives, or on
removable/external media (e.g. external hard drives, USB drives).

6.4. Formats for scanning process

Prior to embarking on the digitisation process, the technical specifications to be utilised by in-
house or outsourced staff should already be established. Pre-determination of the specifications
will help to ensure that full and accurate digital records are obtained for their designated
purposes. Public agencies will have to balance these technical parameters against a sustainable
file size for their IT resources. It is recommended that agencies use the highest allowable
scanning specifications appropriate for the type of document, so as to ensure the original paper
records are properly and completely captured. If the documents/records are to be used for
legal/judicial matters, the required resolution may need to be higher than the allowable value
on the scanner. Some of the issues to consider when determining format specifications are listed
below.

e How will the digital images be utilised? Will the original paper records be kept? Note that the
destruction of all records regardless of format must be managed in accordance with
approved disposal schedules and the authorised destruction process. Contact the National
Archive for further details.

e What is the appropriate file size? This will vary depending on the resolution and the
compression used.

e Should an open proprietary format or uncompressed/lossless compression be used? Note
that proprietary format relies on specific software or software version (or operating
system/hardware) to read the data. If the company that created the software ceases to
exist, your agency may no longer have access to the software and/or data contained
therein. Lossless compression is a class of data compression that allows the original data to
be perfectly reconstructed from the compressed data with no loss of information.

It is important to select the most suitable formats for long term sustainability and accessibility.
File formats also directly affect the quality and file size of the digital copies. The Archives New
Zealand has established some minimum technical specifications for digitisation, as noted below.
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Note that agencies should liaise with their IT service providers in order to identify the formats
and specifications most applicable to their digital records and business needs.

Bit Depth Resolution File Format Compression
8 bit Greyscale or bi- | 300 PPI PDF/A Lossless
tonal TIFF compression
JPEG 2000
24 bit Colour 300 PPI PDF/A Lossless
TIFF compression
JPEG 2000

Managing Digital Records

Once the digitisation process is completed, the agency should decide how to properly manage the
digital copies. Similar to the paper records, the digital records must be arranged and maintained in a
recordkeeping system to allow for accessibility, control and disposal. As the digital copies are
considered public records, they are subject to the same RIM requirements as their paper
counterparts.

When determining the best storage strategy, the agency’s current and future IT storage capacity will
have to be examined. Digitised records can consume considerable storage space, so a file compression
format may need to be considered.

Additionally, due to the limited life span of storage devices, long-term records will likely have to be
migrated to a new storage medium, saved to network drives, or the systems upgraded/migrated to
modern/supported versions and technologies. In the interim, the data must be protected with a
comprehensive back-up system. Similarly, the digital records may need to be migrated in accordance
with new software (and hardware) versions.

A vital part of managing records and information, (especially personal data, sensitive personal data
and other data that must be handled with particular care), is considering how to retain the integrity
and authenticity of records, and minimise the risk of security breaches. This is necessary to ensure
compliance with FOI and Data Protection requirements, and any other legislation or international
standards specific to the agency. With regards to the DPA, notices from data subjects to delete their
personal data must be also managed in accordance with the NAPRA and the relevant approved
disposal schedules. No records should knowingly be disposed if it pertains to any current or
outstanding litigation, investigation, audit, FOI request, or a request, notice or order under the DPA.
The DPA and NAPRA work in tandem with each other and if specific advice is required, agencies should
contact their Data Protection Leader, the National Archive, and the Information Rights Unit for further
information.

Retention and Disposal of Original Source Paper Records

Before disposing of the original paper documents, there are several factors to consider. Firstly, all
digital copies should be reviewed to ensure that all quality assurance measures have been met or
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surpassed. The copies must have the same characteristics as their physical counterparts, including but
not limited to the following.
e Confidentiality — only those that are authorised can access the records.
e Integrity — the record has not been tampered with and, therefore, can be trusted. They are
correct, authentic, and reliable; an accurate representation of the original record.
e Availability - records are searchable and retrievable to authorised users when and as needed.
e Complete - fully and accurately reproduces all of the information from the original record.
e Usable - information should be accessible, aligned to the business process, and have
searchable descriptive metadata.
e Secure - information remains inviolate (tamper-proof).

Public agencies must also determine if the records are covered by either an operational (specific to
each agency’s business operations) or administrative (common to all agencies, e.g. financial
management, human resources, etc.) disposal schedule. All public records must be managed by a
Cabinet approved disposal schedule, before beginning the process of disposal. Additionally, special
exclusions may apply which require the records to be kept in their original format, such as
legal/legislative requirements, intrinsic value or identification as archival. Agencies should consult the
National Archive for further assistance.

Public agencies must determine an appropriate period for retaining the source records for quality
control purposes. If the quality cannot be assured, then the source records should not be destroyed.
Where original paper records can be destroyed after digitisation, the digital copies will become the
official records, and kept for the full retention period specified in the relevant disposal schedule. It is
essential that agencies establish migration strategies to ensure that digital records of long-term value
continue to be preserved and remain accessible for the length of time required.

Refer to the Appendix for a quick checklist of the key points to consider in the digitisation process.
However, agencies should liaise with the National Archive and their IT service providers prior to embarking
on any digitisation project. Please also contact the National Archive for advice on best recordkeeping
practices, including the development and implementation of disposal schedules, and authorised disposal
procedures.
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Appendix

Digitisation Process Checklist

Yes

No

Has the purpose of the digitisation project and its expected benefits been
defined?

Has an approach to digitisation been selected, documented and implemented?

Has a business case been developed for the digitisation project?

Does the business case fully address the scope, purpose, business drivers,
benefits, costs and risks of digitisation, and other relevant factors that might
impact the project’s viability?

Has the decision been made to conduct digitisation in-house or outsource?

If in-house, have roles and responsibilities for managers and staff been defined,
communicated and documented? Have adequate resources been allocated for
digitisation, including equipment and staff training?

If the digitisation is to be outsourced, have the contractual arrangements been
determined? Including confidentiality and privacy provisions?

Are there documented procedures regarding the performance of the digitisation
processes, including quality assurance checks, and storage of digital images?

Are the technical specifications aligned to digitisation requirements? i.e. are they
fit for purpose; do they enable the capture of the essential characteristics of the
records; and are they suitable for how long the digital images need to be
retained?

Have the technical and recordkeeping metadata requirements been documented
and communicated for the project?

Has the decision been made as regards retaining or destroying the original paper
records after digitisation?

Are the proposed digital records and original paper records managed by an
approved disposal schedule?

Are the storage, retrieval and records management systems already in place (or
at least planned)? Do they have adequate storage for the records? Including the
storage required for backups?

Have migration strategies identified which records and metadata are required to
enable the organisation to continue to access authentic digital records?

Has contact been made with the National Archive for advice?

If the records contain personal data, has the Data Protection Leader been
consulted? If a CLOUD solution has been selected, is the physical location of the
data known and has an assessment been conducted in relation to the
international transfer of personal data?
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