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1.

Purpose

The purpose of this guidance is to:
e Describe the types of electronic records found in the Cayman Islands public sector.
Identify the complexities in managing electronic records.
Suggest best recordkeeping strategies for handling the complexities.
Identify critical success factors for implementing the different strategies.

Regulatory Framework

This guidance is issued under Section 7 of the National Archive and Public Records Law (2015
Revision) and is a requirement for all public agencies as defined under Section 2(1) of this Law.
Evidentiary backing within practice for establishing a sound records and information management
infrastructure for the Cayman Islands Government/all public agencies is supported by the following
local legislation and best recordkeeping standards/policies from other jurisdictions:-

e National Archive and Public Records Law (2015 Revision)

o The Freedom of Information Law (2015 Revision)

e Freedom of Information (General) Regulations, 2008

e Deputy Governor’s Code of Practice on Records Management.

Responsibility of Agency

In accordance with Section 6 of the National Archive and Public Records Law (2015 Revision), the
most senior officer within all public agencies has a duty to ensure that all public records, regardless
of media, i.e. paper or format, “are maintained in good order and condition”. Accordingly, all agency
staff are accountable to the agency’s Head of Department/Senior Officer for their compliance with
this guideline and all corresponding records and information management policies, standards, and
guidance as issued by the Cayman Islands National Archive.

Types of Electronic Records

Electronic records are created and stored in a variety of ways in the Cayman Islands public sector.
They can be born digitally, i.e. created electronically via computer software or scanned from pre-
existing hardcopies. Electronic records include word-processed documents, spreadsheets, emails,
images, videos and audio. Records can be found in databases, business information systems, shared
(network) folders, hard drives and removable media.

The table below sets out the common types of electronic records and the environments in which
they are produced. What is clear from this table is that electronic records come in all different
shapes and sizes, and the variety of formats that must be managed is only likely to increase.
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Systems that generate common types of electronic records’

Office applications Online and web-based environments
e word-processed documents e intranets
e spreadsheets e extranets

presentations
desktop-published documents.

public websites
records of online transactions.

Business information systems (BIS) Digital communication systems

e databases, e.g. MS Access, FileMaker e Email
Pro e SMS (short messaging services)

e geospatial data systems e MMS (multimedia messaging services)

e human resources systems, e.g. HR IRIS, e EDI (electronic data interchange)
TRS e electronic document exchange

e financial systems, e.g. IRIS (electronic fax)

o workflow systems e voice mail

e client management systems e instant messaging

e customer relationship management e multimedia communications (e.g. video
systems conferencing and teleconferencing).

e systems developed in-house
e content management systems.

5. Why Manage Electronic Records

Electronic records made or received by a public agency are public records. They are often important
sources of information and evidence of Government decision-making and actions.

Under the National Archives and Public Records Law (2010 Revision), all public records must be
properly managed in order to ensure good governance, efficiency and accountability. The Freedom
of Information Law (2015 Revision) gives right of access to the public - subject to certain legitimate
exemptions - to information and records held by public agencies. This includes information
regardless of format, not just paper records. To successfully implement Freedom of Information,
public agencies must ensure that all their records are well-managed.

In order to protect public sector agencies, business transactions need to generate electronic records
that can:

e Support day-to-day business

e Meet legal requirements

e Confirm rights and entitlements

e Enable strategic planning and evaluation

e Document corporate or social history.

! “Types of digital records.” Your story, our history. National Archives of Australia, November 2013. Web. 13
October 2015.
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How to decide if it is a record

Not all electronic information is a record, in the same way not all paper documents are records.
Use the checklist below to help you decide if the electronic information you are managing is a
record.

Tips for deciding on whether a message is a record®:

Ask yourself the following questions:
e Does it approve or authorise actions?
e Isit a formal communication between staff relating to work?
e Does it signify a policy change or development?
e Does it commit my organisation to an arrangement or to a business deal?
e Does it contain advice, provide guidance or constitute formal communications with
people inside or outside the organisation?
Am | required to act upon it?
Is it external correspondence | have received relating to work?
Is it something that | have sent for a business purpose?
Is it something | have used at work to make a decision?
If I left this job tomorrow, would my successor need the information in this message to
continue with this matter?
e Is the matter to which the message relates one which may be reviewed or audited later?

If the answer to any of these questions is yes, then it is a record, regardless of format and you
should save the message into an official recordkeeping system.

6. Issues in Managing Electronic Records

Your agency should follow the same rules for both paper and electronic records, however CINA
recommends the following strategies for managing the electronic records. These strategies do not
replace good recordkeeping practices, but should be used in conjunction with the current policies,
standards and guidance, as issued/recommended/endorsed by CINA.

Before you begin Essentials tools to help you manage records efficiently and effectively are:
e Administrative and operational file plans and disposal schedules.
o Administrative records support common functions across
Government, e.g. financial management.
o Operational records are unique to the functions of each
agency, e.g. prison records.
e Records control system.
e  Continuity of Operations Plan.

For more information on any of these, contact CINA at cina@gov.ky or visit

2 “Managing the Message: Guidelines on managing formal and information communications as records.” State
Records NSW. The New South Wales Government’s Archives and Records Management Authority. 12 December
2005. Web. 13 October 2015.
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Printing and filing

Saving and filing

Critical success
factors
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_ our website www.cina.gov.ky.

Electronic records should only be printed when absolutely necessary for
legal or business continuity purposes. Otherwise they should be securely
saved and filed in an Electronic Records Management System (ERMS).
There are a number of disadvantages to printing and filing, such as:-

o A printed version may not constitute an adequate copy of the
record, e.g. if dynamically generated or made up of multiple
components.

o It may lack adequate metadata (information about the record,
i.e. who created it, any revisions to it, the software used to
create the record, etc.).

o Loss of automated functionality, such as search and retrieval;
transmission and sharing; editing or copying; linking.

o Printing can be burdensome for staff that create or receive large
volumes of electronic records, e.g. emails, or work in a primarily
digital environment.

As advised by the Computer Services Department (CSD), the following
applies to the saving of electronic records:-

e Should not be saved on the C drive as CSD does not back up C drives
and any PC’s can have issues which increases the risk of losing data,
which may not be recoverable.

e Should be stored on the network drives, e.g. L drive.

e Be aware of the filename. Long filenames should not be used, as if
you a total path that is too long you may have problems which could
include issues with the backups or even opening the files. Keep
filenames (including the total path) under 200 characters to be safe.
This is illustrated in the example below.

o OLD: L:\spwcigfsO1\Computer Services
Department\Technical Support\Helpdesk
Administration\Procedures\Drafts\Final Draft\Helpdesk
Procedures\File naming convention_version 2_May)
2013.docx

o NEW:
L:\spwcigfsO1\CSD\TechSupp\HD\Procedures\FileNaming
Convention_FinalDraft_May2013.docx

In accordance with the National Archive and Public Records Law (2015
Revision) agencies must have a file plan and disposal schedule to
effectively manage their records over time.

To successfully manage electronic records that fall outside the remit of
an official record, e.g. voicemails, SMS text, etc., file notes should be
created that include (where applicable) the date, time, participants and
details of the transaction.

System security features, e.g. logon and passwords, audit trails.

Do not password individual electronic records. CSD cannot reset a
password for individual electronic records, so if the password is
forgotten or misplaced, the record may not be recoverable. Instead use
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7.

restricted folders on a shared drive; see section “9 Using Shared
Drives/Folders”.

e Set up shared folders on the network to mirror the file plan.

e Assign access restrictions to certain users for specific shared folders and
particular records where necessary. For most records, this will be done
at the folder level.

e Set rules that prohibit the use of personal hard drives or USB memory
sticks for storing records.

e Migrate records to new systems systematically. Monitor and record any
loss of data as a result of migration.

e |Implement and test regular back-up procedures.

Implementing ERMS

An electronic records management system is an automated system used to store, retrieve, manage
and dispose of electronically created records, i.e. born digital. It can interface with all the types of
systems as listed in the table “Systems that generate common types of electronic records” on page
4 — office applications, online and web-based environments, business information systems and
digital communication systems. For example, an ERMS could capture records from MS Word or
Outlook; online applications submitted via the Internet; in-house systems used by agencies such as
the Immigration Department, Department of Vehicle and Driver’s Licensing, Companies Registry or
Lands and Survey Department.

Often an ERMS is purchased as part of a wider project to implement an Enterprise Content
Management System (ECMS). This may incorporate a wide range of functionality, such as document
management; records management, imaging; web content management; digital asset support;
workflow and collaboration.

If your agency is interested in purchasing an ERMS or ECMS, CINA recommends systems that are
internationally certified, as such as those systems that have been tested against the UK National
Archives function requirements, the US Department of Defense standard US DoD 5015.2 and the
MoReq2010 specification produced by the DLM Forum Foundation (founded by the European
Commission). Further details of systems tested against these requirements can be found at:

“The  technical registry PRONOM”. The National Archives, UK, 2006 -
http://www.nationalarchives.gov.uk/PRONOM/Default.aspx

“Electronic Records Management Software Applications Design Criteria Standard”. DoD
5015.02-STD, 2007. The Department of Defense, USA -
http://www.dtic.mil/whs/directives/corres/pdf/501502std.pdf

“Modular Requirements for Records Systems”. MoReq2010. DLM Forum Foundation, Europe -
http://www.moreq.info/

Purchasing any of these recognised systems will ensure adequate functionality to:
e Manage electronic records securely over time in compliance with legislative requirements.
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e Integrate the management of paper records with the management of electronic records.
e Ensure effective management of records over time by implementing consistent classification
and disposal rules, e.g. using approved file plans and disposal schedules to manage all

records.

As with any new system, agencies should critically examine their business processes and assess the
advantages of having an ERMS system to manage their born digital records, in conjunction with
weighing in the critical success factors and disadvantages that such systems may create, as noted

below.

Critical success
factors

Disadvantages
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Senior management support is critical as agency business practices will
have to change significantly. There needs to be understanding that an
ERMS is not a ‘magic wand’.

Good systems cost money. Agencies should be able to demonstrate that
the investment is worthy of the costs through the development of a
robust business case.

Adequate funding to purchase and administer the system. CINA
recommends a coordinated, systematic and robust Government-wide
approach and is working with Computer Services to ensure adequate
tools and support is available.

Agencies need a comprehensive and current file plan and disposal
schedule as the fundamental foundation for managing records over time.
Business processes should be reviewed to ensure that ERMS is part of
the process, not an ‘add-on’ at the end. This increases efficiency, and
also ensures that capture of records into the ERMS is done in a timely
and consistent way.

Implementation of the ERMS should be phased, both in terms of its
rollout across the agency and also in terms of its rollout from electronic
records to back-scanning of existing records, and integration with paper
records management processes, i.e. a hybrid system will be needed for
the records and information governance of both paper and electronic
records.

An ERMS will only succeed if its users are involved in its development,
understand the benefits of change, and are adequately trained in its use.

Potential disadvantages with ERMS include:

e A paper mess becomes an electronic mess.

e Records are not fit for purpose because of a lack of contextual
metadata, gaps in records creation and capture, and poor system
controls.

e Benefits are not realised through poor planning and implementation.

e Ongoing costs are not budgeted for.
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8. What About Scanning?

The digital imaging of paper records is a frequently discussed issue and is being actively pursued by
more agencies as a means to mainly free up storage space used for paper records and provide
quicker access to the required information in those records. This issue should be ideally dealt with
as part of planning for implementing an ERMS. CINA has specific guidance on the legal admissibility
of scanned images of records and recommends that agencies take note of the following issues
before going ahead with scanning.

Scanning

Issue Explanation

Determining the legal | The main legislation in the Cayman Islands for the use of electronic records
admissibility of is the Evidence Law (2011 Revision) and the Electronic Transactions Law
electronic records. (2003 Revision). The latter law states:
6. Information shall not be denied legal effect or validity solely on the
ground that it is —

(a) in the form of an electronic record; or

(b) referred to but not contained in an electronic record.

This means an electronic record will not be legally denied as evidence as
long as the record is genuine in its origination and it can be demonstrated
that the record adheres to the following, it can be considered admissible in
court:-

e s authentic and has continued integrity, namely that it has not

been tampered with or altered;
e it has been created in an official recordkeeping system
e maintained in a secure and trustworthy IT system.

Sections 29 and 30 of The Evidence Law notes the Court heavily relies on
the custody and maintenance of the equipment in order to ensure the
evidential quality (full and accurate) of the electronic records are complete,
reliable, secure, accessible and authentic.

Public agencies should use processes, procedures and documentation that
support the accumulation of metadata to authenticate electronic records.
Additionally, maintaining an audit trail of activity for records, users and
system administrators provides evidence that records have been
consistently managed and are reliable.

ECMS provide greater support for legal admissibility of electronic records as
they provide greater control and management over content, including
record audit tracking the use and changes made to a document.

Records produced or reproduced using newer technologies such as
workflow and document management systems, digital imaging (scanning),
etc., may be subject to greater scrutiny in court. Quality control and
adherence to policy or an international standard/best practice is highly
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recommended in demonstrating the integrity of a scanned record.

Determining if
scanning really solves
your recordkeeping
problems.

Scanning of paper records is a good solution when dealing with high
volume, standard transactions and where access is required by multiple
people in multiple sites. If this does not describe your agency, scanning may
not be a cost-effective solution.

Using scanning as a
disaster recovery
strategy.

CINA supports the use of scanning as a disaster recovery strategy. Records
management practices include the use of ‘duplicate and disperse’ (i.e.
copying and sending to a secure location) for protecting agencies most vital
records. Doing this electronically can be more efficient and cost-effective
than photocopying large volumes of paper, particularly as vital records
often change frequently and many have very short-term value. E.g. the
most recent copy of the payroll is a vital record, the previous month’s is not.

Deciding how far back
to scan paper records.

Many agencies want desktop access to all their records. However this
requires a considerable investment of time and money in back-scanning
files. This includes dismembering the files, removing staples and paperclips
form documents, dealing with large format records, determining what to do
with multiple copies of records on one file, quality, control, etc.

Be sure that the costs warrant the investment. CINA recommends starting a
scanning project from a certain point in time and going forward, e.g. set a
specific date as a starting point. Although this leaves a legacy of managing
parallel paper and electronic records systems, the cost-savings can be used
to carry out a disposal project that will reduce this problem and is likely to
be of more benefit to the agency.

Establishing scanning
procedures and
standards that can be
demonstrated to
produce exact copies
of the records that are
imaged.

These procedures must be documented and include means of identifying
and addressing any performance exceptions. CINA is developing criteria to
assist in this process. Clear standards and quality assurance procedures are
the first step in demonstrating the integrity of the scanned image.

Redesigning business
processes to
incorporate scanning.

A common problem when scanning is introduced is that this is another layer
added to the business process. This risks duplicating effort, causing bottle-
necks and slowing business down. Efficiencies and cost-savings will only be
realised if the process itself is reviewed to streamline actions and
incorporate the process of scanning records into the routine workflow.

Using Shared Drives/Folders

Most staff in public agencies use computers to carry out some part of their daily work, generating
records of Government business which needs to be properly managed. Some electronic records may
be stored in ‘shared folders’ for reference purposes, maybe on a network drive or in ‘public’ email
folders. Shared folders offer many benefits, including:

e Agroup workspace

GRM/RMT/06
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e Support for information-sharing across the agency
e Storage for electronic documents and computer files too difficult to print.

Structuring shared folders according to the file plan and using security settings may assist with
controlling the authenticity of records placed there. Shared folders should not be used as an official
recordkeeping system. They do not have enough controls to prevent public records being
inadvertently altered, amended or even deleted without proper management and will not
necessarily stand the test of scrutiny. Without proactive management, shared folders can become a
jumbled hierarchy of many levels, duplicates and drafts. It may be difficult to tell which is the most
recent version, or where related document are stored.

Use the following recordkeeping tips to help keep shared folders manageable and user-friendly. You
can also use these tips to manage documents kept for reference purposes in personal folders or on a
local drive.

Recordkeeping tips for managing shared folders

Fundamentals

Naming conventions

e Include rules about shared folders in your
agency’s information governance policy or
procedures. Make sure staff are aware of the
rules and know who to ask for advice.

e Structure and name the shared folders
according to your agency’s file plan. This
makes it easier to find documents stored in
shared folders and helps staff to locate the
corresponding official file.

e Assign responsibility for managing a shared
folder to a designated staff member.

e Use security settings that limit the ability to
create folders or delete documents.

e Ensure that all approved or final versions are
printed and place on the official paper file or
captured into a certified ERMS.

e Advise staff as to where the official records
should be obtained (i.e. paper or electronic),
to ensure that the most current or
authoritative version is used.

e Once printed and filed or captured into the
ERMS, documents can be deleted from the
shared folders.

e Remove duplicate or superseded documents
on a regular basis, in accordance with an
approved disposal schedule.

The following tips will help ensure electronic
records are readily identifiable and accessible to
all employees. These tips apply to:-

e Creating titles for official paper files

e Entering an email subject line

e Naming electronic folders in Outlook
and Windows and the documents kept
in these folders.

1. Be consistent.

e Develop procedures for naming records
and make sure staff are aware of them
and know who to ask for help.

2. Use afile plan and disposal schedule based
on business functions and activities.

e  This will group similar records together
and help you name them in a standard
way.

3. Accurately describe the record.

e This should indicate — at a glance — the
record’s contents or purpose and how it
is different from other (similar) records.

4. Ensure the title is meaningful to other staff
that may use the record. They should be
distinguishable from other similar shared
folders or electronic records, as well as
different versions of the same item.

5. When the subject or purpose of an email
changes, create a new record with an
appropriate title.
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Version control

In recordkeeping, version control is the means by which different copies of records are managed, as
consistently naming files makes them identifiable. This can be done by following the file plan developed
by your agency and CINA. Also consider incorporating standards with regards to version, date, creator
details, description of content and project identifiers. The following list of tips can also provide
assistance with the version control of electronic records:

e Use “Save As” to create a new record/file or version while keeping the previous record/file or

version.

e Make a single backup copy.

e Add a version number or date using a preferred and consistent structure.

e Use links to a shared drive/folder rather than email for distribution of the records themselves.

Things to avoid when naming electronic records

Avoid For example... Use...

Default names Image01.tif Dr. John Smith CEO.tif

Acronyms or EDAC Mins 20030924 Electronic Documents Advisory
abbreviations Committee Minutes

Special characters | \/:*?“<>|[]1&S,. Underscores, e.g.

GRM: Guidance on Managing | GRM_Guidance_

Electronic Records [First draft] Managing Electronic Records V1
Non-standard date | 960ct 10/10/1996
formats
Too long To: All Users To: All Users
Subject: Please note that the software | Subject: Time of software upgrade
upgrade is due to take place at 5pm
today
Too general Miscellaneous Working Papers Project 146 — Planning applications
Too specific Personnel Policy First Draft - Final | 20051127 Personnel Policy V1
comments John Smith (Director) 27
November 2005

10. Managing email

Not all emails are public records, however, when they are created or received in the course of
Government business, and as such they facilitate, document and provide evidence of official
transactions and decisions, then those emails are public records and should be managed accordingly.
Rules for managing emails are set out in Administrative Circular No. 2 of 2006 issued by the Chief
Secretary [Deputy Governor] in August 2006. See also CINA Guideline 3 — Implementing the Government
Use of E-mail Policy. Follow the simple recordkeeping tips laid out below to successfully implement the
email policy in your agency.
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Creating and sending emails
Use To, cc and bcc judiciously. Send emails to only those persons who need to receive it.
Always use a meaningful subject line to provide clear and precise information about the
content, using a unique identifier and record type, e.g. Executive Committee meeting minutes.
Avoid sending one-email about lots of different topics. Instead keep the message short and

limited to one matter.

Create and use email templates. Always include the public agency name and a file reference in
your email to ensure that the email message is captured in the official recordkeeping system,

e.g.

From: CAYMAN ISLANDS NATIONAL ARCHIVE (CINA)

File Reference: GRM/RMT/06

To: All Records Managers, Cayman Islands Government

Dear RMs,
[Message]
With regards,

[Name of sender]
[Position of sender]

[Contact information — telephone, email, Web address etc.]
When you reply to a message, include the original message with your reply. Your email

manager, e.g. MS Outlook, can do this automatically.

Saving, printing and filing emails

Set simple rules, as laid out on the right, for all staff
who save/print emails.

Save and file as soon as possible after emails are sent
or received. Print and file only if absolutely necessary
for legal or business continuity purposes.

Make sure that all messages are completely printed
out with or labelled with all required metadata, i.e.
Date, To, From, Subject, Reference code, Time sent and
received.

Save the emails in an ECMS, ERMS and/or shared
folders in accordance with the tips as detailed in the
table above.

Do not file anything that is not official.

Print/save the entire sequence of emails in one go, at
the end of the “’conversation”. This avoids duplication
and waste of paper/storage space. Cross-reference to
attachments that are already on file/saved.

If the subject of the email changes, save and file the
message at that point; printing only as necessary
Change the subject line of the email to reflect the new
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Who saves/prints and files?

Incoming
emails

Outgoing
emails

The action officer
(person for whom
responsibility for
dealing with the
matter lies) is, when
the email is received
by more than one
person within the
entity.

The recipient s,
when the email
comes in to person.

The sender is,
whether the email is
sent internally or
externally.
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topic and delete the earlier messages on the different subject. When you print/save this
message sequence, it may need to go on a different file/shared folder.

e Instead of sending large attachments, place information in a shared folder or on a server and
point recipients to the URL. Be cognizant when moving or renaming the attachments, shared
folders, servers, etc. as the files may not be accessible. CS Messages and the Government
Intranet can be used for messages sent Government-wide. Direct recipients to the official paper
file or ERMS/shared folder for more information.

Deleting emails

e Many emails can be deleted because they are copies, temporary or ephemeral. These should be
disposed of as soon as possible. No further authorisation by means of disposal schedules is
required. Examples of emails that fit within this category are:

O

O O O O O

O

Copies for information only.

Copies of the same email in different folders.

Memos, notices, announcements to all staff, including CS Messages.
Drafts which you have read.

Personal emails.

Junk mail or SPAM.

Out of office and other automatic responses.

e Official emails should be deleted from your inbox when they are no longer needed as records,
because you are certain that they have been printed/saved and filed in the official filing system.

e Use email folders to manage emails you keep electronically for reference purposes. This should
be structured to match your file plan.
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For more information on managing electronic records please contact CINA.

Cayman Islands National Archive |P.O. Box 10160 | Grand Cayman KY1-1002 | CAYMAN ISLANDS
Tel: +1 345 949 9809 | Fax: +1 345 94 9 9727 | CINA@gov.ky
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